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PAYMENT FEATURES
• Can you use sandbox credit card details such as: 

4111 1111 1111 1111

• Devs may have left sandbox activated?

• http://support.worldpay.com/support/kb/bg/test
andgolive/tgl5103.html 

• https://www.paypalobjects.com/en_GB/vhelp/pa
ypalmanager_help/credit_card_numbers.htm
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PAYMENT FEATURES
• What features become available after 

paying?
• Can I access them without paying?
• Is Payment info visible in the DOM? 

(inspect with Dev tools)
• Can I leak it through an XSS?
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PAYMENT FEATURES
• What payment options are available in 

different countries?
• Is there any phone or email verification 

required to initiate payment?
• Can you CSRF shipping address?
• Can you Clickjack Place order?
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PAYMENT FEATURES
• It is preferable to choose PayPal or 

CoinPayments as a payment method
• Intercept all requests, you may find a 

parameter called Success or Referrer or 
Callback

• If the value inside the parameter has a URL 
like this example.com/payment/MD5HASH for 
example

• Copy it, and open it on a new window, you 
will find that your payment was successful
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Thank You!
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